HKBN JOS MANAGED SERVICES

Managed Security Services

Over a quarter of a million new malware is detected every day. HKBN JOS Managed Security Services are designed to
help companies alert of these and other threats, without stretching tight budgets or overloading hard-working IT staff.
HKBN JOS leverages partnerships with leading Security Information and Event Management (SIEM) vendors to centralise
the entire process. That includes supporting security devices to 24x7 monitoring and providing strategic

recommendations for enhancing security.

Vulnerability Assessment and Advisory

Anin-depth evaluation of existing infrastructure which helps identify and eliminate potential
trouble-spots and implement standard configuration protocols for infrastructure
components. Hardening services, including disabling unnecessary services, can add extra
protection.

Access Management

Includes regular reviews of all accounts with privileged access. Access to data and
applications servers are also carefully scrutinised to ensure that only authorised users are
permitted.

Security Device Management
Complex infrastructure also creates significant security device overhead. Leveraging
resources and partnership with SIEM vendors, HKBN JOS can help control those costs without

compromising protection.

Security Incident Management
Delivers an end-to-end process to manage service interruptions and resume operations as

quickly as possible, minimising the impact on the business.

Event Correlation Analysis
If a breach does occur, event correlation analysis can be an invaluable instrument for forensic

investigators and reduce the probability of a recurrence.
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